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1. HEJIU U 3AJAYU U3YUYEHUSA JUCLHUITJTINHBI
Heau ocBOeHNS AUCHUNIMHBI:
Henpro m3yyeHuss IuCHUILUIMHBI «OCHOBBI MOCTPOEHHUS 3aLIUMIIEHHBIX KOMIIBIOTEPHBIX CETEM»
SIBJISICTCS] TEOPETUYECKAs U MPaKTUUeCKasi MOJATOTOBKA CIIEHUAIMCTOB K JCSITEIHbHOCTH, CBI3aHHOU
C TOCTPOCHHEM 3alllMIICHHBIX CETeBBIX AaBTOMATHU3UPOBAHHBIX CHUCTEM, a Takke oOydeHue
MIPUHIIAIIAM U METOJIaM 3aIUThl HHPOPMAIMH B KOMITBIOTEPHBIX CETSIX.
3anaum 0CBOEHUS TUCHHUILINHBI:
® W3y4YCHHE THIOBBIX yIpo3 0€30MacHOCTH B KOMIIBIOTEPHBIX CETSIX;
® u3ydeHHE KpUNTOrpaduyecKux U MPOrpaMMHO-aNINapaTHBIX METOI0B 00eCeUeHUs
e uHPOpPMAIIMOHHOI 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX;
e TpuoOpeTeHNe HaBBIKOB HACTPOMKH M SKCILTyaTalluu CPEJICTB o0ecrieueHus O0e30MacHOCTH
B KOMIIBIOTEPHBIX CETSAX;
® OBJIAQJICHHE CPEJCTBAMU U METOJAMHU IIPOCKTUPOBAHUS U TIOCTPOCHHUS 3aUTUIIICHHBIX
CETEBbIX aBTOMATU3UPOBAHHBIX CUCTEM;
® OBJAJCHHUE CPEACTBAMU U METOJAMU BBISIBJICHUS U HEUTpAIU3aLUU ONBITOK HAPYIICHUS
0€30MaCHOCTH B KOMITBIOTEPHBIX CETSX.
2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Hucnurnnuna «OCHOBBI MTOCTPOEHHUS 3aIMIIEHHBIX KOMITBIOTEPHBIX CETEH» OTHOCUTCS K
obsi3arenpHOM wactu bnoka 1 «/uctumuuner (Moaymm)» OcHoBHOUM [Ipodeccnonanbhoit
Oo6pazoBarenproi [IporpamMmer cnenmanuteta no crenuanbHoctd 10.05.01 — «KommerotepHas
Oe3omacHOCThY,  crenuanu3anus  «MaremaTH4eckue  METOAbl  3allUThl  MH(POpMAIUII)
(1.0.1.1.36).

JlJis yCHEemHOTO yCBOGHUS JaHHOW NHUCUUIUIMHBI HEOOXOJUMO, YTOOBI CTYAEHT BIael
3HAHUSIMU, YMEHUSIMUA U HaBBIKAMH, CPOPMUPOBAHHBIMU B MIPOLIECCE U3YUCHHS TUCIUIUINH:
«Mudopmarnkay - 3HaHUE OCHOBHBIX MOHATHI HH(POPMATUKHY;

«SI3BIKM TIpOTpaMMUPOBAHUS» - 3HAHUE S3BIKOB MPOTPAMMHUPOBAHUSI BBICOKOTO YPOBHS M sI3bIKA
accemOJepa rmepcoHaIbHOTO KOMITBIOTEpA, BiIa/IeHHE HaBBIKaMH Pa3padOTKH, TOKyMEHTUPOBAHHUSI,
TECTUPOBAHUSA U OTJIAJIKH MPOTPAMM;

«OcHOBBI MH(OPMALIMOHHOW 0€30MacHOCTH» - 3HAHME OCHOBHBIX CpPEACTB U CHOCOOOB
obOecrieueHrss WHOOPMAIMOHHOW OE€30MaCHOCTH, TPHUHIIUIIOB TOCTPOCHHUSI CHUCTEM 3allUTHI
uH(popManuy, BIageHUE NPOPECCUOHAIBHON TEPMHUHONIOTHEH B 00IacTH HHQPOPMAIIMOHHOM
0e301acCHOCTH;

«OnepalioHHbIE CUCTEMb» - 3HAHUE MPUHUUIIOB IMOCTPOCHUSI COBPEMEHHBIX OMNEPallMOHHBIX
CUCTEM U OCOOCHHOCTEH WX TPUMEHEHUs, BIAJCHUE HaBBIKAMH KOH(MDUTYpPUPOBAHUS W
aMUHUCTPUPOBAHUSI ONIEPALIUOHHBIX CUCTEM;

«3ammTa TporpamMM M JTaHHBIX» - 3HAHHE OCHOBHBIX CPEJCTB M METOJIOB aHaW3a MPOrPaMMHBIX
peanu3alunii, BiaJleHue HaBbIKaMH aHaJIM3a MPOrPAMMHBIX peaTu3alluii;

«Kpunrorpapuueckne MeTOABl 3alUTHl  MHGOpPMAIIMKW» - 3HAHWE OCHOBHBIX  BHJOB
CUMMETPUYHBIX M aCHUMMETPUYHBIX KPHUMNTOTpaUUYECKUX aJrOpPUTMOB, CPEIACTB M METO/OB
XpaHEeHUS ayTeHTH(PUKAIMOHHON HH(OPMAINH, BIaJICHHE KPUNTOrpaduIecKOi TEPMUHOIOTHEH.
3HaHUS M TMPAKTUUYECKUE HAaBBIKM, MOJYYEHHbIE M3 AUCHUIUIMHBI «OCHOBBI TOCTPOCHHS
3aIUIIEHHBIX KOMIBIOTEPHBIX CETeW», UCIOIB3YIOTCS CTYICHTaMH MPU pa3padO0TKe KypPCOBBIX U
JTUTUIOMHBIX padoT.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYYEHMUS 110 JUCIUIIJINHE,
COOTHECEHHBIX C IINTAHUPYEMBIMU PE3YJIbTATAMU OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

[Tpouecc n3ydenuss TUCHUIUINHBI « OCHOBBI MOCTPOESHHUSI 3AIMILIEHHBIX KOMIIBIOTEPHBIX CETEN»
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HampasJieH Ha (OPMUPOBAHUE CIISAYIOMINUX KOMITICTCHITUH.

Kox wu HamMeHoOBaHHME peau3yeMou
KOMIIETEHIINH

[lepedyenpr MmIaHUPYyEMBIX PE3YJIbTATOB OOYUYEHHUS IO
TUCIUIIIINHE (MoyITH0), COOTHECEHHBIX c
VHJIUKAaTOpaMU JTOCTUKECHHS] KOMIIETEHIIUN

OIIK-9 — Cnocoben pemarh 3agadu
npoeCCUOHATBHON  JESTEIBHOCTH  C
YU4ETOM  TEKYHIero  COCTOSHHS |
TEHJCHIMA DPa3BUTUS METOJOB 3alUTHI
UHpOpMaIUN B OIIePaIMOHHBIX
cUCTeMaX, KOMIIBIOTEPHBIX CeTSIX H
cucTeMax yIpaBJIeHUs 0a3aMu JIaHHBIX, a
TAaKXKE€ METOJIOB U CPEICTB 3alUThHI
UHQPOPMAIIUU OT YTEUYKH 10 TEXHHYECKUM
KaHaJlaM, CETed M CHUCTEM IIepeaadu
uHpopmanuu.

3HaTh:
OCHOBHBIE BUJIBI YTPO3 HH(POPMAIMOHHON 0€30MacHOCTH
KOMIIBIOTEPHBIX CETeH;

MexaHu3Mbl TPAKTUYECKOM pEAIM3alMU  3aU[UThI
uHpopmanuu;
OcoOenHocTH COBPEMEHHBIX IIPOrpaMMHO-

anmnapaTHbIX KOMIIEKCOB 3allIUThl HH(OPMALIHH.
Ymers:

Ocy1ecTBATh  IOMCK
KOMITBIOTEPHBIX CETEH;
[TpaBunbHO HacTpauBaTh CHCTEMBI 3aLUTHI MHPOPMALIH
JUISL ONIEPALMOHHBIX CHCTEM;

HacrpauBate  paboTy  KOMIIBFOTEpPHOM
NPUMEHEHUEM CPEZCTB 3aIUThI MH(OPMALIUH.
Bnaners:

HaBbikamu paboTbhl C COBPEMEHHBIMHU pPEaTU3aLUIMU
MEXaHU3MOB 3alUThl HHQOPMAIIH.

uHpopMaIK 1Mo padoTe

CCTH C

OIIK-13 — Cnocoben pa3pabaTbiBaTh
KOMIIOHECHTbI HPOrPaMMHBIX u
IMporpaMMHO-aIInapaTHbIX CpCaACTB
3aUThl MHPOPMAIIMH B KOMITBIOTEPHBIX
CUCTEMAaX MW TMPOBOAWTL AaHAJIU3 HUX
0€30MacHOCTH.

3HaTh:

OCHOBHBIE  CHCTEMBI
KOMITBIOTCPHBIX CCTHAX,
CymiecTByrolue cpeAcTBa 3alluThl HH(pOpMAIMK B
KOMITBIOTCPHBIX CETHAX,

PasnuuHble MOAXOABI K PEIICHUIO 3a7ad [0 3alluTe
KOMITBIOTEPHBIX CETEH;

3amMTel  WHQOpMalMu B

MeToapl  peanu3alid  CUCTEMBl BOCCTAaHOBIICHUS
rmociie cOoeB.
YMeTn:

BbISBIATE M paHXKMpPOBaTh Yrpo3bl HHGOOPMALIMOHHON
0€30I1acHOCTH,

KoMmiekcHO  NpUMEHSATh  MEXaHU3Mbl  3alUThI
uHpOpMAaIINH 17151 KOMITBIOTEPHBIX CETell;
HactpauBate ~ pa0oTy  KOMIBIOTEpHOH  CETM  C
HNpUMEHEHHEM CPEJICTB 3aIlUThl HH(pOpMAaIHH.
Bmanets:
TepMmuHonoruen o 3aIuTe uHpopMaluu
KOMITBIOTEPHBIX CETEH;
Bo3moxHOoCcTIMHI COBPEMEHHOT0 IIPUKIIATHOTO
IPOrPaMMHOTO o0ecreyeHus TUIs 3aLIUTHI
KOMIIBIOTEPHBIX CETEH.

OIIK-15 — Cnioco0OeH agMHUHUCTPUPOBATh | 3HATH:

KOMIIBIOTEPHBIE CETU U KOHTPOJIMPOBATH
KOPPEKTHOCTb UX (PYHKIIMOHHUPOBAHUS.

PykoBozsiue JOKYMEHTBHI IO OIMUCAHUIO CHCTEMBbI
3aiuThl 00beKTa HHOpMaTH3ALUY,

MexaHu3MBbl MPOBEACHUS ayauTa HH(GOPMAIMOHHON
6e3omacHocTi. MeTo el cOopa KypHaIoB COOBITHIA,
PykoBozsiiMe JOKYMEHTHI 110 OPTraHU3aAIMM 3allUThI
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KOMITBIOTEPHBIX CETEH pa3IMUYHOIO KJlacca.

YMers:

dopMUpoBaTh TEXHUYECKYIO JTOKYMEHTAIMIO Ha 3aIIUTY
KOMIIbIOTEPHBIX CETEH;

Hacrpausats u aHaIIM3UPOBAThH
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

JKypPHAJIbI

4. OBIIAA TPYAOEMKOCTbDb AUCHUITVIMHBI

4.1. O0beM IMCHHUILIHHBI B 3a49€THBIX eIHHHIAX (Bcero): 4
4.2. O0beM TUCHUILTHHBI 0 BUAAM y4eOHO padoTsl (B 4acax):

KommaectBo gacoB (hopma oOydIeHHS: ounas
, )
Bia yrieonoii padorst Bcero no niiany B 1.4. mo cemecTpam
9

1 2 3
KonTakTHast paboTa 00y4aronuxcs ¢ npenojaBaTesicM B 72[72*% 72/72*
cootBeTcTBUU € YII
AyauTOpHBIE 3aHATHUS 72/72* 72/72*
Jlexuu 36/36* 36/36*
IIpakTHueckue U ceMUHapCKUE 3aHATHUSL
JlaboparopHbie paboTHI (71a00paTOPHBIN MPAKTUKYM) 36/36* 36/36*
CamocrosiTenbHast 36 36
Pabota
®opma TeKyIIero KOHTPOJIs 3HAHUH 1 JlabopaTopHbie JlaGopaTopHbie
KOHTPOJISL paboThl paboTsl
CaMOCTOSITETbHOU PabOTHI.
Kypcosas pabora 0 0
KonTtpoins 36 36
Bunb! npoMexyTOYHON aTTeCTaluu - 9K3aMeH
Bcero 4acos 1o qucnuIinHe 144 144

*B  cayuae HeoOXOOUMOCMU UCNONb3OBAHUS 6 YHUeOHOM npoyecce HacmMU4HO/UCKIIOYUMENbHO
OUCMAHYUOHHBIX 00PA308AMENbHBIX MEXHON02Ul 6 mabauye uepe3 cleul YKA3vleaemcs KOIUYecmeo
yacog pabomur IIIC ¢ obyuarowumuca 01a NposedeHuss 3aHAMUN 6 OUCMAHYUOHHOM ¢hopmame ¢
npumenenuem d1eKmpoHHO20 00YUeHUs.

4.3. Copepxanue IMCUMILIMHBI. Pacnipeaesienne 4yacos o Temam U BUAaM y4eOHOil padoThI:
®opma o0yueHus oyHas

Buabl yueOHbIX 3aHATHI ®opma
AyIuTOpHBIE 3aHATHS TeKyllero
IpakTun 3ausatua | Camoc KOHTPOJIS
Jlabopat N
HasBanmue Beero YecKue ODHEIE B TOSITEJ 3HAHUH
pa3aeyioB U TeM Jlekny | 3ansiTHA P HHTEPAKT | bHas
padoThI, .
1707 , HBHOI padora
NPaKTH
ceMUHAap dopme
. KYMBI

®opma A

Crpanuna 4 u3 12




MunncrepcTBo Hayku U Bbiciero oopasosanus Poccuiickoit @enepaunu

Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET

dopma

®-Pabouas nporpamMma Mo JHCLHUILIHHE

2

3 | 4 |

5

6 |

Pa3znes 1. TunoBblie yrpo3bl ceTeBoii 0€30MaACHOCTH

1. CereBsie aTaku 12 4 4 4 3amura
nabopaTopHOI
paboThI

2. MexaHu3MBbl 12 4 4 4 3amura

peanu3anum 1abopaTopHOii

atak B cetssx TCP/IP paboThI

3. Metomst 12 4 4 4 3amura

nepexBara CeTeBhIX 71a00paToOpHOIt

COEJIMHEHMI B CETAX paboThI

TCP/IP

4. Tlpumepsnt 12 4 4 4 3amura

CETEBBIX aTaK B J1a00paToOpHOit

cersix TCP/IP. paboThI

TexHUUECKUE MEpbI

3alIUTHI OT CETEBBIX

aTak

Paznen 2. Kpunrorpaguyeckne MeToabl 3allIMTHI HHPOPMALMH B KOMIILIOTEPHBIX CETAX

5. 12 4 4 4 3amura

Kpunrorpaduuecku nabopaTopHOI

€ IIPOTOKOJIBI paboThI

obecrnieueHus

0e30macHOCTH

6. 3ammuTa 12 4 4 4 3ammra

BUPTYaJIbHBIX nabopaTopHO

YaCTHBIX ceTeit paboTHI

(VPN)

7. Pa3pabotka | 12 4 4 4 3amura

3aIUIIEHHBIX nabopaTopHO

CEeTEBbIX paboTHI

MIPUIIOKEHUHN.

Pa3nea 3. IIporpamMHo-annapaTHbie cpeacTBa o0ecnedeHnst 0e30MacHOCTH B
KOMIbIOTEPHBIX CETAX

8. CpencrBa 3amursl | 12 4 4 4 3amuTa

JOKAJIbHBIX  CeTe nabopaTopHOit

MIPH TOAKIIOUEHUH K paboThI

HNHTtepHer

9. 3amwura cepsepoB | 12 4 4 4 3amura

1 paboyux CTaHIIUU. nabopaTopHOit

CpenctBa U METOJbI paboThI

NPEJOTBPALICHAS U

oOHapy KeHUs

BTOP>KEHMI

Hroro 108 36 36 36

KoHTponb 36 36

Bcero 144
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Pa3pnen 1. TunoBble yrpo3bl ceTeBoi 0€30MaCHOCTH
Tema Ne 1. CereBble aTaku

Craguu mpoBeficHHsI ceTeBOW araku. Kimaccudukarus CETeBBIX yrpo3, YS3BUMOCTEH U arak.
ATaky Ha peau3aliy CeTEeBbIX MPOTOKOJIOB, OTJAEIbHBIE Y3JIbI U CITyKObl. OCHOBHBIE MEXaHU3MBbI
MIPOBEJICHUS CETEBBIX aTaK Ha pa3uyHbIX ypoBHsx Monenu ISO/OSI. ITpobiaembl obecnieueHus
KOH(UICHIIMATLHOCTH, [EJIOCTHOCTH W JOCTYIMHOCTH HWH(OpPMAIMH Ha PA3IWYHBIX YPOBHSIX
monenu ISO/OSI.

Tema Ne 2. Mexanuzmsbl peasausanuu atak B cersax TCP/IP

VYnanéunoe omnpexnenenue Bepcurn OC ¢ HCNONB30BaHUEM OCOOEHHOCTEH peanu3aluu cTeka
npotokonoB TCP/IP. Mertoapl ckaHMpOBaHUS TOPTOB. MeTOAsl OOHApPYKEHUS ITaKETHBIX
caudepon. Meto bl 06xo0ma MD.

Tema Ne 3. MeTtoabl nepexBara cereBbix coeqnHennii B cersax TCP/IP

Nmnepconanus Benenyro. Jlecunxponuszauuss TCP-coenuiHeHuil. ATaku, HalpaBi€HHbIE Ha
CETEBYIO UH(PPACTPYKTYDPY.

Tema Ne 4. IIpumepsi cereBbix atak B ceTsix TCP/IP. Texnnueckue Mepbl 3alMTHI OT
ceTeBbIX aTaK

[lpuHyXIeHne K YCKOPEHHOW mepenade. ATakd, HAlpaBICHHbIE HAa OTKa3 B OOCITY)KMBaHHH.
N3menenne koHpurypauu u coctosinusg xoctoB. Henocratku npotokonos cemeiictsa TCP/IP ¢
TOUKHM 3peHus obecriedeHuss Oe3omacHOCTH HH(opMaruu. TeXHUYECKHe Mepbl 3allUThl OT
CETEBBIX aTaK.

Paznen 2. Kpuntorpaguueckne MeTobl 3alIIUTHI HHPOPMAIMH B KOMIIBIOTEPHBIX CETAX
Tema Ne 5. Kpunrtorpadguueckune npoToko.bl odecrnedeHnst 6€30MacHOCTH

[Iporokonbl ayTeHTHUKAUMU Ha npukiagHoM ypoBHe. [Iporokon Kerberos. IIporoxosbt
ayTeHTHU(UKauu Ha TpaHcropTHOM ypoBHe. [Iporokon SSL/TLS. JlocTroMHCTBAa M HEIOCTATKU
ayTeHTU(UKALUY Ha pa3IudHbIX ypoBHAX Moaenu [SO/OSI.

Tema Ne 6. 3amuTa BUPTYyaabHbIX YacTHBIX ceTei (VPN)

Ha3nauenue, OCHOBHbIE BO3MOXKHOCTH, IPUHIMIBI ()YHKIIMOHUPOBAHUS U BapUAHTHI peau3aliu
VPN. Opranuzanusi TYHHeTUPOBaHUS Ha pa3nuuHbiX ypoBHIX Mozaenu [SO/OSI. JloctonHcTBa 1
Henocratku npuMmenenust VPN. Ilpotokon IPSEC. Ipotokosnst AH u ESP. Ocob6ennoctu paboThl
npotokona I[P SEC B TyHHENEHOM W TPaHCIIOPTHOM pexuMax. [IpoTOKOI yrpaBieHus: KIF0oYaMu
ISAKMP/Oakley. Mcnonb3oBanue nporokona L2TP st opranuzanuu BUPTYalbHBIX YaCTHBIX
CETEH.

Tema Ne 7. Pazpa0doTka 3alliUIIIeHHBIX CeTEBbIX NPHJI0KEHUH
Aytentudukanus, mudponaHue, odecrieueHre 1eJI0CTHOCTH C UCIOIb30BAaHUEM MPOTrPAMMHOIO

untepodeiica SSPI. ITporpammusiii nuntepgeiic OpenSSL.

®opma A Crpanuna 6 u3 12



MunncrepcTBo Hayku U Bbiciero oopasosanus Poccuiickoit @enepaunu
Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET

dopma

®-Pabouas nporpamMma Mo JHCLHUILIHHE

Pasznen 3. HpOI‘paMMHO-aHHapaTHLIe cpeacrsa o0ecrneyeHUus 0e3omacHOCTH B
KOMIIBIOTEPHBIX CETHAX

Tema Ne 8. CpencTBa 3alIUThHI JIOKAJIBHBIX ceTell NpH NoAKI04YeHnu K UHTepuer

MexcereBbie 3kpanbl (MD). Mecto u poar MD B olecreyeHUH CETEBOW OE€30MMacCHOCTH.
Knaccupukanus M3D. TpeboBanust kK MD. OCHOBHBIE BO3MOKHOCTH U CXEMBI Pa3BEPTHIBAHHS
MD. HocrounctBa u Hepoctatku MD. Iloctpoenue mpaBwi QuiabTpanuu. MeToasl ceTeBOi
tpancsaiuu agpecoB (NAT). Illmro3sl ypoBHS mpuiokeHuid. Peanmuzarusi ceTeBOW IMOJUTHKH
0€30MacHOCTH C HCIONIb30BaHeM MD. MeToabl 00X0/1a MEKCETEBBIX SKPAaHOB.

Tema Ne 9. 3amura cepBepoB 1 paGo4uX CTAHUIMI.

CpeznctBa U METOIbl MPENOTBPALICHUS U OOHapyXeHusi BTopkeHHU. CHCTEMbl OOHApYKECHUS
Bropkeanii (COB). Ha3sHauenue u BO3MOXKHOCTU CPEACTB OOHAPY)KEHUSI BTOPKEHUI Ha XOCTHI,
MIPOTOKOJIBI U CETEBBIE CIY)KOBL. MecTo M poJib CPEICTB OOHApPYKCHHSI BTOPKEHHUH B 0OMICH
cucteMe obecneueHusi cereBod OeszomacHocTH. Kiaccudpukamms COB. BrisBieHuwe artak Ha
OCHOBE CHTHATyp aTak M BBUIBICHHS aHOMAaIWi. AyIUT NpHKIaAHBIX ciayx0. CpencrBa
OOHapy)KeHHs ySI3BUMOCTEH CeTeBBIX Ciryk0. CrocoObl

MPOTHBOJICHCTBUS BTOpKeHMsIM. CructeMbl BUpTyanbHbIX JIoByiek (Honey Pot u Padded Cell).

6. TEMbBI IPAKTUYECKUX U CEMUHAPCKHX 3AHSATHIA
He mpexycMoTpens! yueOHBIM TIJIaHOM JTUCIUIUIAHEI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

JlabopaTtopHas padorta Nel. Ctpoenue ceteit.

Lleny. W3yuenue 0a30BbIX MEXaHHU3MOB MOJY4YeHHs HWHGPOpMaluu O KOHQUIYpaluHu CETH.
[TonmyyeHne HaBBIKOB pPAa0OTHI € pPa3IUYHBIMU IPOrpaMMaMM, MO3BOJSIOIIMMHU OIPEICINUTh
KOH(UTYpaIyo CeTH WM KOH(UIypaluio OTAEIbHOrO ycTpoiicTBa B ceTH. TpeOyercs uist
BBINOJIHEHUS BCEX MOCIEAYIONIMX JJaO0PaTOPHBIX padoT.

JlaboparopHast pabota Ne2. YV man€Huslii JOCTYII 10 MpoTokory SSH.

Lenw. VI3yueHne BO3MOXKHOCTEH MpoTokona SSH aiist momydenHus: yai€HHOro I0CTyIa K CepBepy.
[Tpumenenue ¢pyHKIMIO NIM(PPOBAHUS KaHATIOB CBSA3M IIPU UCIOJIb30BaHUM MTPOTOKOIa SSH.
JlabopaTtopHas pabota Ne3. UcnonszoBanune VPN

Lens. VIzydyeHne BO3MOKHOCTEH mporpaMMHoro ooecrieueruss VPN 1ist co3manus 3alMIeHHBIX
KOMIBIOTepHBIX ceTed. [lomyueHne HaBBIKOB pabOTBI €O CTaHAAPTHBIM IMPOIPAMMHBIM
o0ecriedeHreM TSl CO3aHMUs 3alIUIICHHBIX KaHAJIOB CBSI3H.

JIaGopartopnas pabota Ned. PabGora ¢ cepruduxaramu SSL.

Lenv. Uzyuenne Bo3MokHOCTeW neHTpoB ceprudukammu (Certificate Authorities). [Momydenue
HaBBIKOB pabOTBl ¢ KpUNTOrpapUUecKUMH KIfo4aMu. [IprMeHeHHe BCTPOEHHBIX CHCTEM
mM@poBaHus HHPOPMALIUHU B CTAHIAPTHBIX MPHIIOKEHHUSIX OMEPAIUOHHBIX CUCTEM.

JlabopaTtopHas padota Ne5. MoaenupoBaHue BUPTYaTbHOM CETH.

L]ens. O3HakoMIIEHHE c METOIaMH MOJICIIUPOBAHUS CETEN. 3HaKOMCTBO C
TEJIEKOMMYHUKAIMOHHBIM 00opynoBanuem kommanuu CISCO. Pemenne npakTuueckux 3aaay.
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JIaGoparopnas pabota Ne6. OGHapyskeHHe BTOPKEHUI

Llens. VI3yueHne BO3MOXKHOCTEH COBPEMEHHOTO MPOTPAMMHOI0 OOECTIeYeHHS I OOHAPYKEHHS
BTOP>KEHUH. YIIpaBeHNe NpaBuiiaMu 0€30I1aCHOCTH, aHAIN3 KYypPHAJIOB COOBITUH.

JIaGoparopnas padota Ne7. AIIKII «Kontunent» OOHapyKeHHE BTOPKEHUI

L]eny. VI3yuenne Bo3zmoxHocTelt komiiekca AIIKII «KonTuHEHT» U1l perucTpaluy BTOPKEHUN
B JIOKQJIbHYIO CETb.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®@EPATOB
He npenycMmoTpeHs! y4eOHBIM TUIAHOM JUCHIUTUINHBL.
9. IEPEYEHbB BOITPOCOB K OK3AMEHY (BAYETY)

1. Ctaguu npoBeIeHUs CETEBOW aTaKH.

2. Knaccugukanus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATtaku Ha peanu3aly CETEBbIX IPOTOKOJIOB, OTAEIBHBIE Y3JIbl U CIIYKOBI.

4. OcHOBHBIE MEXaHHU3MbI ITPOBEJICHUS CETEBBIX aTaK Ha PA3IMYHBIX YpoBHsIX Monenu ISO/OSIL
5. IlpoGaemsr obecnieueHust KOHDUICHIIMAIBHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTH MH(POPMAIIMHU Ha
pasnuuHbIX ypoBHAX mozaenu [ISO/OSI.

6. Y nanéunoe onpenaenenue sepcun OC ¢ UCIOIB30BaHUEM OCOOEHHOCTEH peanu3aiiy CTeKa
npotokosioB TCP/IP.

7. MeToasl CKaHUPOBAHMS TIOPTOB.

8. Metobl 00Hapy keHUsI MaKeTHbIX cHUuGepoB. MeToab! 06xona MD.

9. Umnepconanus Benenyto. lecunxponuzanus TCP-coequnenuit.

10.Ataku, HarpaBJIEHHbIE HA CETEBYIO HHDPACTPYKTYpY.

11.IlpunyxaeHue K yCKOpeHHOH nepeaade. ATaku, HalpaBjIeHHbIE HA OTKA3 B 00CITYKUBAHUU.
12.i3mMeHenune KOHGUTYpalluK U COCTOSTHUSI X0cTOB. Henmoctatku npotokonos cemeiicta TCP/IP
C TOYKH 3peHHsI obecrieueHus: 0e301macHoCTH HHPOpMaIUK.

13. TexHndyeckue Mepsl 3allUThl OT CETEBBIX aTak.

14.ITpoTokomsl ayTeHTU(UKAIIMY HAa TPUKIIATHOM YPOBHE.

15.IIporoxon Kerberos. IIpoTokosnbl ayTeHTHGHKAIMK HA TPAHCIOPTHOM ypoBHe. [IpoTokosn
SSL/TLS.

16.JlocTronHCTBA M HEAOCTATKU ayTEHTU(PUKALIMU Ha Pa3IUYHBIX YpoBHAX Mojenu ISO/OSI.

17. Ha3znaueHue, OCHOBHBIE BOZMOKHOCTH, MPUHIUIBI ()YHKIIMOHUPOBAHUS U BAPUAHTHI
peanuzanuu VPN.

18.0Opranu3zanusi TYHHETUPOBAHUS Ha pa3nuuHbIX ypoBHIX moaenu [ISO/OSI. JloctonHcTBa
HeJNoCTaTKu pumMeHeHus VPN.

19.I1potoxon IPSEC. IIpotokonst AH u ESP. OcoGennoctu padots! npotokoia IP SEC B
TYHHEJIBHOM U

TPAHCIIOPTHOM PEKUMaX.

20. ITpotokon ympasnenus kmouamu ISAKMP/Oakley. Ucnonb3oBanne nporokona L2TP pis
OpraHM3alK BUPTYAJIbHBIX YaCTHBIX CETEH.

21.Ayrentudukanus, mmdpoanue, o6ecredeHue HEeTOCTHOCTH € UCIIOJIb30BaHHEM
MIPOrpaMMHOTO

untepodeiica SSPI. I[Iporpammusiii uatepdeiic OpenSSL.

22 .MexcereBble 3kpanbl (MD). Mecto u poias MO B oGecrieueHnun ceTeBoi 6€30MacHOCTH.

23 . Knaccuduxkamus M3. Tpeboanus k M3. OcHOBHbIE BO3MOKHOCTH U CXEMBI Pa3BepTHIBAHUS
MD.

24 JlocronnctBa 1 HegocTatkun MD. [TocTpoenue npaBui GUITpaALIUH.
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25.Metonpl cereBoii Tpancasauuu aapecos (NAT). [Lnro3s! ypoBHS NPUIOKEHUI.
26.Peanunzanus ceTeBOil MOIUTHUKHA 0€30IIaCHOCTH ¢ UCHOJIb30BaHueM MD. MeToasl 00xo0/1a

MCIKCCTCBBIX SKPAaHOB.

27.Cuctemsbl o0Hapy)eHus sropsxkeHuit (COB).
28.HazHaueHre U BO3MOKHOCTH CPEICTB OOHAPYKEHHUSI BTOPIKEHUI HA XOCTBI, TPOTOKOJIBI U

CETCBbIC CJ'Iy}K6BI .

29.MecTo U poJib CpeiCcTB OOHAPYKEHHS BTOPKCHUI B 00IIEH crcTeMe 00ecTieueHus CETeBOU

0€30I1aCHOCTH.

30.Knaccudukanuss COB. BoisiBiieHHE aTak Ha OCHOBE CUTHATYP aTaK M BBISBJICHHS aHOMAJIAH.
31.Ayaut npukianasix cayx0. Cpencrsa oOHapyKEHHUS YS3BUMOCTEH CETEBBIX CITYXkO.

32.CrocoObI MPOTHBOACUCTBHUS BTOPKCHHSIM.
33.Cucremsl BuptyansHbix JoByiuek (Honey Pot u Padded Cell).

10. CAMOCTOSTEJIbBHASA PABOTA CTYAEHTOB

HasBanue pa3nenoB u rem | Bug camoctositenbHOl paboTh O6wvem | @opma KOHTPOIS
B Yacax

Paznen 1. Tunossie [TpopaboTka yuyeOHOTO MaTepuana, | 16 3amura
yIPO3bI CETEBOU BBINOJIHEHHE J1a00PaTOPHBIX paboOT 71a00paTOPHBIX padboOT
0€30MacHOCTH
Paznen 2. [TpopaboTka yuebnoro matepuana, | 12 3amura
Kpunrorpadudaeckue BBITIOJTHEHHE Ta00PAaTOPHBIX paboT 1a00paTOPHBIX paboT
METO/IbI 3aIIUTHI
uHpOopManuu B
KOMITBIOTEPHBIX CETAX
Paznen 3. IlporpammHo- [TpopaboTka yuebHoro marepuana, | 8 3amuTa
armapaTHbIe CpPeICTBa BBINOJIHEHHE J1a00PaTOPHBIX pabOT 71a00paTOpHBIX paboOT
o0ecrnieueHus
0€301acCHOCTH B
KOMITHIOTEPHBIX CETSX

Nn0020MOBKA K cOaye IK3aMeHd 36 DK3aMeH

11. YYEBHO-METOJUYECKOE 1 TH®OPMALIMOHHOE OBECIIEYEHHUE

JUCUMUIIIAHBI

a) CnucoK peKoMeHayeMOoii JTUTepaTyphl

OCHOBHAas

1. Texnosoruum 3amuThl MHGOPMAIIMK B KOMIBIOTEPHBIX CEeTAX : yueOHoe mocodue / H. A.
Pynenkos, A. B. Ilponerapckuii, E. B. CmuproBa, A. M. CypoBoB. — 3-e u3a1. — Mocksa
: Wutepner-Yuusepcurer Wubpopmannonnsix Texnomoruit (MHTYUT), Ai Ilu Ap

Menmna, 2021. — 368 c. — ISBN 978-5-4497-0931-8. — Texkcr :
DeKTpOHHO-0MOIHOTEeYHAs
https://www.iprbookshop.ru/102069.html. —

cucTeéMa

OJb30BaTeIEN
2. Kocrtun,

B. H. Merogsr mn
nH(popManoHHasi 0e30MacHOCTh KOMIBIOTEPHBIX CETeH :

cpecTBa

3allIUThI

IPR  BOOKS
Pexum  moctymna:

JIEKTPOHHBINA //
[caiiT]. —  URL:
Ui aBTOPU3HDP.

KOMITHIOTEPHOU ~ MH(POPMAIIUHU:

yuebHoe mocobme / B. H.

Koctun. — Mocksa : M3marensckuii JJom MUCuC, 2018. — 31 ¢. — ISBN 978-5-

906953-53-7. — Teker :

AJIEKTPOHHBINA // DnekrpoHHO-OMONMMoTeyHas cuctema IPR

BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/98200.html — Pexxum moctyma:
JUIsL aBTOPU3HP. M10JIb30BaTENCH
3. Kosran, H. M. Kommbrorepasie cetn : yaeoHOoe mocodue / H. M. KoBran. — MUHCK :
PecnyOnukanckuii ”HCTUTYT npogeccuoHansHoro oopasosanus (PUIIO), 2019. — 179 c.
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— ISBN 978-985-503-947-2. — TekcT : 3IEKTPOHHBINA // DIEKTPOHHO-OMOIMOTEYHAS
cucrema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/93384.html —
Pexxum nocTyma: sl aBTOpU3Hp. TOJIb30BaTeeh

AOTOJHHUTEIbHAA
1. Kazapun, O. B. HanexHocth u 6€30maCHOCTh MPOTPAaMMHOTO OOecleueHus : y4eOHoe
nocobue ans By3oB / O. B. Kazapun, U. b. llyounckuii. — Mocksa : M3naTenbcTBo
Opaiit, 2021. — 342 c¢. — (Bricmee obpazoBanue). — ISBN 978-5-534-05142-1. —
Texkcr : oanexktponnbii // OOpaszoBarenbhHas mnatdopma IOpaiit [caiit]. — URL:

https://urait.ru/bcode/473348.

2. Kazapun, O. B. IIporpammHo-anmapaTHble CPEICTBAa 3aIIUTH WH(MOpPMAIHMU. 3alIuTa
IPOrpaMMHOr0 obecreueHus : yueOHUK M npakTukyM ais By3oB / O. B. Kazapun, A. C.
3a0a0ypuH. — MockBa : WszgarensctBo IOpaiit, 2021. — 312 c¢. — (Boicmiee
obpazopanue). — ISBN 978-5-9916-9043-0. — TekcT : anekTpoHHbIi / OOpazoBaTenbHas

mwiardopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/471159.
yueOHO-MeTOAn4ecKast

1. TlpakTuKyM 1O BBINOJHEHUIO JIA0OPATOPHBIX paboT 1o aucuuiinHe CucreMsl
oOHapy>keHHsl BTOp)KEHUH B KommbloTepHble ceth / cocraButenu JI. B. Koctun. —
MockBa: MOCKOBCKHI TEXHUYECKUH YHUBEPCUTET CBsI3U W mHpopmatuku, 2016. — 42 C.
— TexcT : anexTpoHHbIH // DnekTpoHHo-0ubmmoteynas cucrema IPR BOOKS : [caiiT]. —
URL: https://www.iprbookshop.ru/61546.html — Pexkum mgocTyma: Ui aBTOPU3HP.
I10JIb30BaTEIEH

2. YdeOHO-MeToau4Yeckoe MocoOue MO BBIMOJIHEHUI0 KYpPCOBOTO MPOEKTa MO JAUCHUILIHMHE
«MeTozBl U cpecTBa 3alUTHl HH(GOPMAIMKA B KOMIBIOTEPHBIX ceTsix» / coctaBurenu O.
. IenyxuH. — MockBa : MOCKOBCKMH TEXHMYECKUM YHUBEPCUTET CBSI3H U
uHpopmaruku, 2015. — 35 ¢. — TekcT : 37EKTPOHHBINH // DAEKTPOHHO-OMOIHOTEUHAS
cuctema IPR BOOKS : [caiitr]. — URL: https://www.iprbookshop.ru/61741.html —
Pexxum noctyna: Ui aBTOpU3Up. MOJIb30BaTENEH

P
EYPXAHORA M M / f
JlomHHOCTL COTPYAHNKE HAYHHOI GHETHOTERN GHO £/ o

0) IIporpamMHoOe oOecriedeHue
st 06pa3oBaTeNbHOTO Mpoliecca Mo JaHHOW JUCHUILTUHE HeoOXoauM crannoHapHbii kinacce [TK
C YCTaHOBJICHHBIM CJICIYIOIIUM MPOTPAMMHBIM 00€CTICUCHUEM

- oniepanmonnas cpeaa OC Windows 10, Microsoft Windows Server, BaseAlt (Anbt Pabouas
cranius, AibT cepsep), Kali.B) IlpodeccnonaiibHble 6a3bl JaHHBIX, HHGOPMAIIMOHHO-

CIIPaBOYHbIE CHCTEMbI
1. D1eKTPOHHO-0MOINOTEUHbIE CHCTEMBbI:

1.1. IPRbooKs: 31ekTpoHHO-0HONINOTeYHAs cucTeMa : caidT / rpynna kommnanuii At [Tu Ap
Menua. - Caparos, [2020]. — URL: http://www.iprbookshop.ru. — Pexum noctyna: s
3aperucTpup. nonb3oBateneil. - TekcT: 3JeKTPOHHBIH.

1.2. IOPAMT: snexrpouno-6ubnnoTeunas cucrema : caiit / OOO DiekTpoHHOE
msnarenscteo FOPAUT. — Mocksa, [2020]. - URL: https://urait.ru/. — Pexxum nmocryma: s
3apEruCTPUp. MOJb30BaTENEh. - TEKCT : JIEKTPOHHBIN.

1.3. KoHCynbTaHT CTyJeHTa: O3JEKTpOHHO-OMOnMMoTeyHass cucrema: cair / OOO

[Tommmrexpecypc. — Mockga, [2020]. — URL:
http://www.studentlibrary.ru/catalogue/switch_Kit/x2019-128.html. — Pexum pmocryma: mns
3apEeruCcTpUp. MOJb30BaTENEH. — TEKCT : JIIEKTPOHHBI.

1.4. Jlanp: snexkTpoHHO-OMOMMoTeuHas cucrtema: cait / OOO OBC Jlanb. — CaHkT-

[Tetepoypr, [2020]. — URL: https://e.lanbook.com. — Pexum moctyma: mis 3aperduCcTpHp.
MOJIb30BaTesen. — TEeKCT: JIEKTPOHHBIN.
1.5. Znanium.com: anekTpoHHO-01OMMoTeuHas cucrema: caiit / OOO 3HanuyM. - MockBa,
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[2020]. - URL: http://znanium.com. — Pexxum nocTyma: Jjsi 3aperucTpUp. IMOJIb30BATEICH. -
TekcT : ANeKTPOHHBIN.

2. HanmoHabHast 3JIeKTPOHHAs1 OUO/IMOTeKA: SIIeKTpOHHast Oubnuoreka : genepanbHas
rocyaapcTBeHHas MH(GOpMalMOHHAs cucrteMa: cakT / MunucrepctBo KyiabTypsl PO ; PI'b. —

Mockgsa, [2020]. — URL: https://H36.pd. — Pexxum nmoctyma : ans monb3oBaTeieldl Hay4HOH
6ubanorexku. — TeKCT : ANEeKTPOHHBIH.
3. SMART Imagebase I EBSCOhost: [mopran]. — URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pexum jgocryma: i aBTOPHS3.
nosk3oBarese. — M3o0pakeHue: 3JeKTPOHHBIE.

4. ®degepasibHbie HHPOPMAIMOHHO-00PAa30BaTE/IbHbIE TOPTAJIBI:

4.1. EnuHoe OKHO JocTyma K oOpa3oBaTelbHBIM pecypcaM : (emepaiabHbI mopTan /
yupemutens DPIAOY IO IIPTOII m UT. — URL: http://window.edu.ru/. — Teker
AJIEKTPOHHBIN.

CornacoBaHo: i

3amecturens Havambauka YU TuT /Kinoukosa A.B. / 04.05.2022

5. Oopa3oBaresbHbIe pecypebl Yal'y:

5.1. DnekrtponHas OubOmumoreka Ynl'yY : momynms ABHUC Mera-IIPO / OO0 «/lata
Okempecey. — URL: http:/lib.ulsu.ru/MegaPro/\Web. — Pexxum moctyma : ajsl moJjib30BaTelci

Hay4YHOU OMOMMOTEKH. — TEKCT : AIEKTPOHHBIN.
5.2. O6pazoBatenpubiii moptan Yial'Y. — URL: http://edu.ulsu.ru. — Pexxum nocrtyma @ ajis
3apEerucTp. Mojab3oBaTenaei. — TEeKCT : SIIEKTPOHHBIM.

12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUME JUCHUIIJIMHBbI

Aynutopun JUis  TPOBENEHUS  JIEKUUH, TNPAKTUYECKUX  3aHATHH, BBIOJHEHUS
nabopaTopHBIX paboT, AN MPOBEACHUS TEKYIIEro KOHTPOJIS M MPOMEXKYTOYHOW aTTECTAIlUH,
IPYNIOBBIX U UHAUBUAYAIbHBIX KOHCYJIbTAIHI.

Aymutopun Ui TPOBEACHUS JIGKIMA M TPAKTUYECKUX 3aHATHH YKOMILIEKTOBAHBI
CIICUATTM3UPOBAHHON MeOenblo, yueOHOH nockoi. [lomemenus s caMOCTOSITEIBHOM padOThI
obecieuenbt  Wi-Fi ¢ moctynom k cetu «VHTepHET», 3ICKTPOHHOH HH(DOPMAIIMOHHO-
00pa3oBaTelIbHOU cpejie, AIEKTPOHHO-ONOIMOTEYHON CHCTEME.

[Momemenne 2/246. Aynuropust sl TPOBEICHUS MPAKTUYECKUX M JIAOOPATOPHBIX
3aHATUN, TEKYLIEro KOHTPOJIL U MPOMEXKYTOYHOW aTTeCTallly, TPYIMIOBBIX M WHIUBUAYATbHBIX
KOHCYJIbTAIluil ¢ HA0OpOM JIEMOHCTPAIMOHHOTO 000PYAOBAHUS ISl OOCCTICUCHUSI TEMATHUECKUX
wutrocTpanuii. [lomernenne yKOMIUIEKTOBAHO YYEHHYECKOW JOCKOM M KOMILIEKTOM MeOenn
(mocamouHblx MecT — 12). DkpaH HACTEHHBIH, MyJIbTUMEIUHHBIN MpoekTop. MHpopmannonHsie
mwrakatel. Kommeiotep, Wi-Fi ¢ mocrymom k cetum «Mutepuery, DUOC, DBC. 432017,
YabsitHOBCKast 001acTh, T. YIIBSHOBCK, yi. Habepexxnas pexu CBusiry, 1. 106 (3 kopmyc).

Jl71s BBIIOSTHEHUS J1a0OPATOPHBIX PabOT CTYIEHTHI UCIOJIB3YIOT HECKOJIBKO BHUPTYaIbHBIX
MalliH C Pa3JIMYHBIMA BEPCHSIMH OICPAI[MOHHBIX CHCTEM. BO3MOXXHO CaMOCTOSITEIBHOE
BBINOJIHEHHE JTAOOPaTOPHBIX paboT BHE aboparopun. Kommerorep ¢ skectkum auckom — 100 Gb,
O3V: 8 Gbh, Windows 10 Pro, BaseAlt (Anbt Pabouas cranuus, Anbt cepsep), Kali Linux, Oracle
Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo »emaHuio CTyJeHTa Bce
BHUPTYaJbHbIC MAIIMHBI MOTYT OBITH Pa3BEPHYTHI HA BBIJCICHHOM CEPBEPE BUPTYAIbHBIX MAIIHMH B
naboparopun. J{ist MomenupoBaHus pabotel ceteir mcrnonbdyercss CISCO Packet Tracer. Cersb
1abopaTopuu MPEJCTABISIET COOOM TeTEPOreHHYI0 CETh, BKIIOYAIONIYIO B ceOs WHIMBUAYaTbHBIN

Ha0Op cIeAyIoEero 00opya0BaHus:
1. Kommyratop L2, ES.

2. Mapupytuzarop L3 ¢ pynkuusmu VPN.
3. Mapmpyrtuzatop Kontuner KII 25.
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4. Mapupyruzarop VipNet Koopaunatop.

Hus  noaaepxanuss paboThl ceTed  wWcmonb3yercs BeiIeneHHbIH Kommyrarop L3, L3
CKOH(UTYPHUPOBAHHBIN JJ1s Pa0OTHI HE3aBUCUMBIX CETMEHTOB CETH.

13. CHEIIMAJIBHBIE YCJI0OBUA JJI51 OBYYAIOIIUXCA C O'PAHUYEHHBIMH
BO3MOXHOCTAMMH 310POBbA

B cmydae HeoOxoauMmocTH, OOyYalOUIMMCS M3 4YHCIA JHIl C OTPAaHUYCHHBIMH
BO3MOXKHOCTSIMH 3JI0POBbsi (110 3asIBJIICHHIO OOYYAIOIErocs) MOTYT MPeiaraThCs HEKOTOpPhIC U3
CIENYIONMX BAPHAHTOB BOCHPHUATHS HMHGOPMAIMM C YYETOM HMX HHAWBUAYaJIbHBIX
NCUXO(PHU3UUECKUX 0COOCHHOCTEH:

— JUIS JIMI C HapyIICHUSAMH 3pPECHUS: B IIEYaTHON (OopMe YBETUUEHHBIM MPU(PTOM; B popme
JNIEKTPOHHOTO JIOKYMeHTa; B (opme ayauodaiina (mepeBoj Y4eOHBIX MaTepHalioB B
ayanodopmar); B meudatHoil (opme Ha s3bike bpaiins; MHIMBHAyalbHbIE KOHCYJIBTAIMHA C
npuUBJIeYeHUEM THHIOCYPIOTIEPEBOIUNKA; HHANBUAYIIbHBIC 3a][aHUS U KOHCYJIbTAIHH;

— JUTIS JII C HApYIICHUSMH CIIyXa: B Me4aTHON Gopme; B HopMe IEKTPOHHOTO TIOKYMEHTA,
BUJICOMATEpHAIbl C CyOTHTpaMH; WHAWBUAYaJdbHbIE KOHCYJIbTAMH C  ITPHBICUYCHHEM
CYpIOIIEPEBOIUNKA; WHANBUAYAIbHBIC 3aaHUS U KOHCYJIbTAIUH;

— IS JIUIL C HAapyLICHUSIMH OTIOPHO-ABHUIaTEIFHOTO armapara: B e4aTHoil gpopme; B popme
ANIEKTPOHHOTO IOKYMEHTa; B (hopMe ayanodaiiia; HHIUBUYIbHBIC 3aJaHUsI M KOHCYJIbTAllUH.

B ciry4ae HEOOXOAUMOCTH UCIIOJIb30BaHUS B ydeOHOM nporecce
YACTHYHO/UCKITIOYUATEIIBHO  JUCTAHIIMOHHBIX ~ O0pa30BaTENbHBIX TEXHOJOTHH, OpraHu3alus
pabotsl IIIIC ¢ oOywaromumucs ¢ OB3 u MHBaJMAaMH MPEIyCMaTPUBACTCS B AJIEKTPOHHOM
UHPOPMAIIMOHHO-00pa30BaTEILHON Cpelie ¢ YYeTOM WX HHIAMBUAYAJIbHBIX MCUXO(DU3NUICCKUX
0COOEHHOCTEH.

CT. mpenojaBaTeib kKadeape KnoukoB Auapeii EBrenbeBHY
OHUO

NOANUCH JIOJDKHOCTD
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